
EAIR Access Rights Security Matrix.xlsx

IT
 A

dm
in

EC
 A

dm
in

M
S 

Ad
m

in

M
S 

Ap
pr

ov
er

M
S 

En
co

de
r

M
S 

Ad
m

in

M
S 

Ap
pr

ov
er

M
S 

En
co

de
r

M
S 

Ad
m

in

M
S 

Ap
pr

ov
er

M
S 

En
co

de
r

M
S 

Ad
m

in

M
S 

Ap
pr

ov
er

M
S 

En
co

de
r

M
S 

Ad
m

in

M
S 

Ap
pr

ov
er

M
S 

En
co

de
r

View Home page
Contact Administrator details
My profile information

Login
Logout

EC office
National Office
Regional Office

Local Office
Sectorial Office

Granting Authority Office

National Office
Regional Office

Local Office
Sectorial Office

Granting Authority Office

National Office
Regional Office

Local Office
Sectorial Office

Granting Authority Office

IT Admins
EC Admins

National Office Users
Regional Office Users

Local Office Users
Sectorial Office Users

Granting Authority Office Users

View and Search:

Sectorial Office Granting Authority Office

Home page

Authentication

Offices

View and Search:

Create/Enable/Disable Offices:

Edit Offices:

Functionality/ 
Screen

EC

Actions

National Office Regional Office Local Office
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Sectorial Office Granting Authority Office

 

Functionality/ 
Screen

EC

Actions

National Office Regional Office Local Office

IT Admins
EC Admins

National Office Admins
National Office (Encoders+Approvers)

Regional Office Users
Local Office Users

Sectorial Office Users
Granting Authority Office Users

Transfer user from office A to office B (within same country)

View, Search, and Export beneficiaries (in future version) from all 
countries
View, Search, and Export beneficiaries (in future version) from the 
user’s country only
Create a beneficiary in the user’s country via the UI
Edit a beneficiary in the user’s country via the UI
Create beneficiaries in the user’s country via bulk (Excel)
Edit beneficiaries in the user’s country via bulk (Excel)
View audit for all beneficiaries across all countries
View audit of own user's country beneficiaries.

"Draft" and "finalise" all types of aid awards
"Publish" finalised aid awards
"Reject" finalised aid awards
Edit "Draft" aid awards
Edit "Finalised" aid awards
Edit "Published" aid awards
Delete "Draft" aid awards
Delete "Finalised" aid awards
Delete "Published" aid awards
Add a comment to an aid award (future version)

Users

Create/Edit/Enable/Disable/Delete/Resend pending email:

Beneficiary

  

Aid award management (via UI - single aid award) within my office scope and any subordinate office(s) scope (if present)
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Sectorial Office Granting Authority Office

 

Functionality/ 
Screen

EC

Actions

National Office Regional Office Local Office

View, Search, and Export aid awards (in future version) from all 
countries
View, Search, and Export aid awards (in future version) from the 
user's country only
View audit for all aid awards across all countries
View audit of own user's country aid awards.
Export aid awards in Excel (future version)
Export aid award in PDF

Bulk "Publish" aid awards (via Excel)
Bulk edit aid awards (via Excel)
Export aid awards for editing (in Excel) (future version)

Aid award 
managemet

Aid award view within my office scope and any subordinate office(s) scope (if present)

Aid award management (Bulk) within my office scope and any subordinate office(s) scope (if present)
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